Ecopetrol Continuity

Cycle
R




Index

1. Context
2. Operational
3. Loss of ContinuityScenarie-

Tecnology
4. Next Steps

,: &
Z“PeTROL




PCO Integrator ECP SA

E} £l Non-Availabkility of Cntical Executive Level Positions
9 £ Unavailability of Suppliers and Crtical Business Pariners
w
8 g, EB Non-Availability of Crifical IT/OT Applications and Services
Q9 E14 Insufficient alternative sources of Elecirical Energy required to operate crtical facilifies in case of incidents
O
= =, g = £ Non-avaiiability of ine e R o
) E2 Shortage of Crude Oil Export E4 Shortage of Natural Gas end £7 Unavailability of Critical Corporate
ki Hydrocarbon Transportation h ¢ Refined Pr. + = g ' P
and Refinery Loading LPG ¥ IR e £3 Shordage of Refined Froducis Processes and Support Level 0
o
> . Non-Availability Non-Availability : S
3 Unavailability of the Upstream Segment cenit S of o Love of the Doty o
w5 Segment Emission Commercialzatio Yok E‘r and
24 ouerenes | rovovers [ I S L I et
c Segment Segment : X
L
v}
b
Pipeline Siafions Barrancabermeia VSE VCM
c - § Refinery
< Couil ampo Compo Cira infantas [PE——
ot S
Cafio Sur C
st : Cartagena Refinery BE Commercial Commercial
fela C Cretaceous Fiorefia Field e Operations operations
and Zebyu
=1 =
T Feid Gibrarar SEE-GGO VHSE VTl
09 fiexs
: ] E
o ; . Polyduct Stations Po cx:::iz
——
= Fiew TTTEEE Health
o The Headguariers
: .
o Yoguara Feila Baronoca
O . )
C COrito, Caribe el
Cnuruyaco
|

. MM :‘—'Pﬁé{fROL




BIA - Business Impact Analysis

Direxct Oificials
Confractors

. Products/services supplied by
third parties who: Are sole

suppliers, operate a critical .

4 \ o

- Petroleum infrastructure,
faciliies, eguipment
. Corporate Buildings

’ . Essential to operate the process
and ensure the minimum

» o acceptable level of delivery of
. Criical process characteristics ' Technology products and services: IT

Operated / Business Operated
(Direct/Third Party).

Information
Food, Water
Chemicals, Fuels, Diluent




PCO - Process Operational Continvity Plan

Activation flow

Evaluate type of
interruption (real or
potential)

Attend the
Event

Analyze the status and evolution
of the incident and take actions
from the EMI / incident command

GCC-F-042 Potential

Activate PCO
preventively

ACTIVITY .

Receive alarm or incident information
Notify the SD, Department Heads/Process Coordinators

Evaluate whether the alarm or incident affecis or could
affect the continuity of a critical process or function.

N1: Activate attention team ( EMI Incident
Management Team)

N2: May require activating the PCO

YES: Review the level of preparation with the help of the
format: GCC-F-007 “PREPARATION CHECKLIST...”

To control its cause and prevent its materialization or
escalafion: emergency plan and contingency plan
and/or incident management

Determine the need to declare the operation of the
process/asset in contingency
Activate and session the Incident Command ([ EMI :
Incident Management Team)

Totally or partially activate continuity strategies or
solutions ( PCO )
Process manager: activate strategies and solutions

RESPONSIBLE .

Whoever knows the information
about the alarm or incident

Department Heads/Critical
Process Coordinators

Department Heads/Critical
Process Coordinators

Command on scene/Incident
commander/incident
management manager

Process manager

Department Heads/Critical
Process Coordinators
Process manager
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PCO - Process Operational Continuity Plan
Activation flow

ACTIVITY . RESPONSIBLE .

: Activate continuity sirategies or solutions, according to
Activate the PCO their impact (PCO)

in a Real way Process manager: activate strategies and solutions

Process manager

Evaluagte potential of the eveni? Can it overcome

Evaluate the polential escalalion of the handling and delegation of Management? Incident Commander

the interruption incident, outside of Establish the need for resources of the VP or (Report findings)
Identify consequences that require further

escalation

ESN .
YES: Escalate to VP ESN Incident Commander

Escalate to ESN Greater management capacity, affecting
continuity of the VP or business segment or Crisis Incident Commander
N5: Escalate to the CCE : Business Crisis Commitiee
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PCO - Process Operational Continvity Plan
Activation flow

ACTIVITY . RESPONSIBLE .

Managed at the asset/process level

Monitor and evaluate the situation. Incident command
Maintain plans and equipment at each level.

Return to the stage of analyzing status and

evolution.

Disable response teams.

Start activities to return to normality
Incident closure

Carry out post-incident activities

Incident command
Delegated team

Practice Leader and/or
Service Coordinators/Leaders
VoBo Manager reports
delivered

Realize lessons leamed Perform lessons learned and report them
- Of real activations (term 1 month)
- Preventive activations (every end of quarter)
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CONTINUITY SCENARIO
Operational Continuij:m 11

st PCO-VTI




GENERAL OBJECTIVE OF THE TEST:
The main objective of the test is to simulate the activities to be carried out \4

when an incident occurs of the deletion of all network accounts in
Onpremise/cloud, in order to increase the capacity of the VTI to anticipate
and respond to this type of incident.

SPECIFIC SCOPE

« Event Identification (Detection

* Log incidents arising from monitoring too

« Activation of Response and Notification (Alarm)

Incident Management

+ Team (EMI) Activation

Activation of the Business Support Team

Human Resources Enlistme ¢

Objetivo y
sentido de
este plan

Definition and Control of Necessary Resources
* Clarity in Assumed Roles
» Clarity in the activities to be carried out
« Control Response Standard Operating Procedures
» Analysis of Operational Continuity Impacts
x * Operational Communications towards Continuity (Business Support)
« Using Documentation and Templates in Incident Command Activation

* |ncident

« Command activity logging and tracking

 Ensure service restoration J
Quest,

o
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Scenario to be tested according to
PCO VTI

Business (.:ontinuity PCO Scenario Sub-stage
Scenario -GE

Disruption of critical ECO-006 Non- SUBECO-006-01
IT/OT applications and availability of Unavailability of [T
services due to Technology. applications

technology disaster

Variant

Unavailability of
access to network
accounts that allow
access to Microsoft
365 services
(Outlook, SharePoint,
Teams and other
applications linked to
Active Directory)

N
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THE TEST



Process continuity loss scenarios -
Infrastructure - Applications

Critical Process: Process:
Technology and Innovation
Threat: Human error or a
cyberattack that deletes or
disables all Active Directory

AIM: Unavailability ofaccess to networkaccounts that allowaccess to Microsoft365 services(Outlook, accounts, impacting all
SharePoint,Teams and otherapplications linked toActive Directory) solutions that rely on this

RPO: 24

authentication.Activity:
Restore the service as quickly
as possible.Procedure:
Activate critical accounts
based on priority

Risks (H-VH): Cyberattacks,
human errors, technological
operational incidents.

Scope: Obtain an email
distribution list of all critical
solutions to be restored via

script; subsequently restore the
replication across the entire
organization and activate the
remaining accounts.
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Test Topics

List of Ecopetrol users with Incident  analysis  from Incident Command S
critical functions to activate service  status review, Communications to  keep
incident  notification  in other PODs and service

t ts with
Secrrr;gto iatdaatadhith whatsapp chat for leaders, affiliates, and other

critical/high/massive operational areas of VTI
incidents, creation of crisis Equipos de Prevencion y Resp informed

room, creation of T
emergency accounts, e

Responder,

Backup Recovery J L mE—
On-premise
synchronization to cloud: —
Service verifications and Excs Spon e
closure of the incident in Vicepresidents

. Negocio / Segmento
service manager and
whatsapp chat. S

Gerente Activo-Proceso

Alarmas, incidentes 0 emergencias
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PCO - Process Operational Continuity Plan
How the Command Operates

1. Get notified of the event

2. Convene and activate ClI M

3. Comienza reunion inicial

3.1. The first siLuationaI report 3.2. Potential assessment of 3.4. The initial acti
. : _ 3.3. They set 4. The initial actions 35 pefine  the , 3.7. The Action Plan
is given from each the emergency: the the y are established: they oberational period 3.6. Fill out the ‘< defined
headquarters: this step is emergency is classified as biecti must be given by P P Minutes of the
intended to know the initial established in the RAM objectives each headquarters Session
state of the emergency matrix
4. Implement initial actions
Is it required 5. A meeting is held for
to declare each operational period
NO the
contingency
?
! 5.1 Evaluate 5.2. Prepare a report on .
£l compliance with actions taken and new by sty [HEEEl _Assessment .°f t h?
objectives and each headquarters Emergencyl/incident: Determine if it
establish new ones is still at the same degree or level
6. The
Emergency/Inci NO Is scaling
dent is closed: required?
Minutes of the
. A
Session are (” W » 4
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Test
Documentation

Continuidad TI

T cargar ¥ [ Editar en vista d d a p arvinculo documentos ¥ & Detal

BIA - PCO » 2024 6. PCO Pruebas Informes
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Documentos Respuestas oportunidades de mej
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CONTINUITY SCENARIO
Strategic COntinuig;,Bl'é_' E
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In 2025, the Strategic Continuity Plan (PCE) test was also
conducted in conjunction with the business continuity team,

Scope PCE using a scenario involving a cyber incident affecting the ROMSS
application at the Barrancabermeja refinery. Due to
confidentiality requirements, the documentation and results of
this test are handled by Ecopetrol's Continuity Governance team,
from which the IT continuity practice of the VTI (Vice Presidency
of Information Technology) receives its guidelines. Business

£\ areas of the refinery were involved in this test, and the

% delegation protocol was activated to notify the corporate crisis

commlttee
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