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CONTINUITY SCENARIO 
Operational Continuity Plan –PCO

Scope and Objectives Test PCO-VTI 
2025



Objetivo y 
sentido de 
este plan

GENERAL OBJECTIVE OF THE TEST:

The main objective of the test is to simulate the activities to be carried out

when an incident occurs of the deletion of all network accounts in

Onpremise/cloud, in order to increase the capacity of the VTI to anticipate

and respond to this type of incident.

SPECIFIC SCOPE

• Event Identification (Detection

• Log incidents arising from monitoring too

• Activation of Response and Notification (Alarm)

• Incident Management

• Team (EMI) Activation

• Activation of the Business Support Team

• Human Resources Enlistme

• Definition and Control of Necessary Resources

• Clarity in Assumed Roles

• Clarity in the activities to be carried out

• Control Response Standard Operating Procedures

• Analysis of Operational Continuity Impacts

• Operational Communications towards Continuity (Business Support)

• Using Documentation and Templates in Incident Command Activation

• Incident

• Command activity logging and tracking

• Ensure service restoration



ARCHITECTURE

IDENTITY SERVICE

On 

Premise

Cloud



Scenario to be tested according to 
PCO VTI

SUBECO-006-01

Unavailability of IT

applications

Sub-stage

ECO-006 Non-

availability of 

Technology.

PCO Scenario

Unavailability of

access to network

accounts that allow

access to Microsoft

365 services

(Outlook, SharePoint,

Teams and other

applications linked to

Active Directory)

Variant

Disruption of critical

IT/OT applications and

services due to

technology disaster

Business Continuity 

Scenario -GE



ASPECTS OF 
THE TEST



Process continuity loss scenarios - 
Infrastructure - Applications

AIM: Unavailability ofaccess to networkaccounts that allowaccess to Microsoft365 services(Outlook, 
SharePoint,Teams and otherapplications linked toActive Directory)

RTO: 8 RPO: 24
Risks (H–VH): Cyberattacks, 
human errors, technological 

operational incidents.

Critical Process: Process:
Technology and Innovation 
Threat: Human error or a 
cyberattack that deletes or 
disables all Active Directory 

accounts, impacting all 
solutions that rely on this 
authentication.Activity:

Restore the service as quickly 
as possible.Procedure:
Activate critical accounts 

based on priority

Scope: Obtain an email 
distribution list of all critical 
solutions to be restored via 

script; subsequently restore the 
replication across the entire 

organization and activate the 
remaining accounts.



Test Topics

Incident analysis from

service status review,

incident notification in

whatsapp chat for

critical/high/massive

incidents, creation of crisis

room, creation of

emergency accounts,

Backup Recovery

On-premise

synchronization to cloud:

Service verifications and

closure of the incident in

service manager and

whatsapp chat.

Inicio: 

29 de SEP

P C O  V T I  

A c t i v a t i o n

C r e a t i n g  t e m p o r a r y  

a c c o u n t s
I n c i d e n t  

R e s o l u t i o n

List of Ecopetrol users with

critical functions to activate

temporary accounts with a

script

Incident Command

C o m m u n i c a t i o n s

Communications to keep

other PODs and service

leaders, affiliates, and other

operational areas of VTI

informed

Beginning: 



PCO - Process Operational Continuity Plan
How the Command Operates

1. Get notified of the event

2. Convene and activate CI

3. Comienza reunión inicial

3.1. The first situational report

is given from each

headquarters: this step is

intended to know the initial

state of the emergency

3.2. Potential assessment of

the emergency: the

emergency is classified as

established in the RAM

matrix

3.3. They set

the

objectives

3.4. The initial actions

are established: they

must be given by

each headquarters

3.5. Define the

operational period
3.6. Fill out the

Minutes of the

Session

3.7. The Action Plan

is defined

Is scaling 

required?

5.1 Evaluate

compliance with

objectives and

establish new ones

5.2. Prepare a report on

actions taken and new by

each headquarters

5.3. Potential Assessment of the

Emergency/Incident: Determine if it

is still at the same degree or level

4. Implement initial actions

5. A meeting is held for 

each operational period

NO
6. The

Emergency/Inci

dent is closed:

Minutes of the

Session are

finalized
9. The Vice Presidency 

Command is escalated

Is it required 

to declare 

the 

contingency

?

7. Fill out form GCC-F-006 and

request for activation CECO

GCC-F-006

SI
5.4 Fill out the form

elGCC – F-013

Evaluation of the

potential of the

incident

NO



Test 
Documentation



CONTINUITY SCENARIO 
Strategic Continuity Plan -PCE
Scope and Objectives
Test PCE-VTI 2025



Scope PCE

In 2025, the Strategic Continuity Plan (PCE) test was also 

conducted in conjunction with the business continuity team, 

using a scenario involving a cyber incident affecting the ROMSS 

application at the Barrancabermeja refinery.  Due to 

confidentiality requirements, the documentation and results of 

this test are handled by Ecopetrol's Continuity Governance team, 

from which the IT continuity practice of the VTI (Vice Presidency 

of Information Technology) receives its guidelines.  Business 

areas of the refinery were involved in this test, and the 

delegation protocol was activated to notify the corporate crisis 

committee.
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