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1. CONTEXT OF THE EXERCISE

Date of Start Time: |End Time: 11:00
execution: 29/09/2025 8:00 am am

Approximate Exercise Dian

duration: 3 hours Coordinator:

VTI Operational Conti
Continuity Cycle 2024
continuity test in

Service

. of total
Name of Exercise:

non-availability 6§0n ise network
accounts an uds linked to Active
Directory.

The test n he remote/face-to-
face wor the test participants

Place of realization:

tral Sol y Luna Room Floor 1

xecution - Transfer and
inability of technology / Manage,
port and operate technological
solutions / Incident Management.

Name of the facility or process to be tested:

Proven plan(s): Active Directory Plan

Vice presidency: Science, Technology & Innovation
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General objective of the exercise:
The main objective of the test is to simulate the activities to be carried out when an incident occurs

of the deletion of all network accounts in Onpremise/cloud, in order to increase the capacit the
VTI to anticipate and respond to this type of incident.

According to the operational continuity plan, the scenario and strategy to be tested@f Ws:
Scenario: ECO-006 Technology Non-Availability

Sub-scenario: SUBECO-006-01 Non-availability of IT applications

Variant: Unavailability of access to network accounts that allow access i oft 365 services
(Outlook, SharePoint, Teams and other applications linked to Active Direc )
Included in the VTI Operational Continuity Plan within the fram of’ the Organizational
Resilience cycle for the 2024-2025 term. n
SPECIFIC OBJECTIVES (SEE ANNEX 1):
OBJECTIVE INDICATOR LOCATION
CHECK REMOTE OR SITE ***
MEASURE***
Event Identification (Detection) CHECK REMOTE
Log incidents arising from monitoring tools CHECK REMOTE
Activation of Response and Notification (Alarm) CHECK REMOTE
Incident Management Team (EMI) Activation CHECK PLACE
Activation of the Business Support TeamV CHECK REMOTE
Human Resources Enlistment CHECK REMOTE
Definition and Control of S sources CHECK PLACE
Clarity in Assumed Rolés CHECK PLACE
Clarity in the activjfies tg be garried out CHECK PLACE
Control Response Wo‘ Operating Procedures CHECK REMOTE
Analysis afgOpe al Continuity Impacts CHECK REMOTE
Operat @mmunications towards Continuity (Business | CHECK REMOTE
ipport
@ cumentation and Templates in Command Activation | CHECK REMOTE
dept Command activity logging and tracking CHECK PLACE
Tests response from SDD and PCO IT service partners. CHECK REMOTE
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| Ensure service restoration | CHECK PLACE

CONTINUITY MANAGEMENT OF INFORMATION

Disciplines to be verified: TECHNOLOGIES OR CYBERSECURITY.

Modality for carrying out the Table Exercise
exercise:

Documents related to the exercise (information inputs): <<
W;b

GCC-F-001_Formato_Plan_Del_Ejercicio
GCC-F-002_Formato_guion_de_pruebas_y_ejercicios_de_Crisis_y__
GCC-F-003_Formatos_de_observador_del_ejercicio-test
GCC-F-004_Formato_Evaluacion_del_ejercicio
GCC-F-005_Informe_del_ejercicio-prueba_V4

aua b wWNEH

»

Executed Scenario:

Initially, the activities to be carried out when an incideft oceurs®of the deletion of all network
accounts in Onpremise/cloud is simulated.

When the service is restored to its normal conditions, TIVIT' ident Manager confirms the return
to normal of the incident.

Premises of the mock test scenario:
- This test is only a theoretical exercise i tinuity; does not imply actual deletion of users
nor does it affect the service

- There will be no escalation to¢he Vice Presidency support team, nor to the Business Crisis
Committee. V

- The PCOs of the allies wh incidents will not be activated, only the PCO of the Active
Directory ally.

- Incident resolutioniglh elines of the incident management practice will be applied
according to Ecgpetiol's Operation Model for Critical, High and Massive Incidents.

- The test does con plate failed activities in the resolution of the incident.

Board 1, Basic Information of the exercise
2. TEAMS PARTI’CIPATING IN THE EXERCISE

2.1 _Agenda of the planned exercise:

se was carried out following the agenda shown below.
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Hour Activity Est':ir:lna:ed

1. Report simulated cases to SDD by phone that "indicate that when
8:00 AM you try to access the network account in Office 365, a notice comes out | 2 minudges
indicating that you do not recognize it" for SDD.

2. Log and/or classify incident in SDD according to its priority level
(SM must allow logging in with local accounts)

8:03 AM miRAutes

3. Ask in the Whatsapp chat of Critical/High/Massive Incidents if ther
8:05 AM is any failure in the Active Directory due to the number of incidént utes
reports that are reaching SDD

8:12 AM of support (Allied Incident Manager) according to the es i i 7 minutes

practice

5. The Active Directory Service Leader contact
8:13 AM duty for the Active Directory service, in order
unavailability of the associated network accgunt

person on
and confirm the | 3 minutes

6. Detect and report unavailability of /on-premise network

8:18 AM accounts associated with Active Directory

4 minutes

7. The incident manager of TIVIT PL FORMAS must make the first
notification, the completion of th for the first notification in
the Ecopetrol WhatsApp incid cid-Crit/High/Massive) with
nate of the incident practice.

8:21 AM 6 minutes

8. The TIVIT incident manager c s and sends a link to the crisis
table or crisis room, if necessary, through Meet or Teams and informs
the link to enter the EGQpetrol jncident chat (Incid-Crit/High/Massive).
dat Id be per incident practice every 30 min.
ould be sent in a different time for this

8:22 AM 6 minutes

Define whether p
situation.

9. Active Dire Service Leader Ecopetrol requests/activates

10 minutes
ergency2 accounts

8:28 AM

ROL Active Directory Service Leader indicates that the

8:38 AM incident requires a time greater than the 4 hours of | 3 minutes

8:42 AM the critical contact base for businesses and subsidiaries and | 4 minutes
lies for the creation of temporary manual accounts

elivery of the list of critical accounts of Ecopetrol, subsidiaries and

% 4 5 minutes
llies

13. Create temporary accounts of critical Ecopetrol users with script 5 minutes

14. The Active Directory Service Leader requests the SDD Leader to
send a service interruption message to the entire community (Ecopetrol | 5 minutes
and subsidiaries) and activation of IVR.
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. Estimated
Hour Activity time
15. The SDD Indra Incident Manager Verify in conjunction with TIVIT
8:50 AM the pre-approved IVR messages about the incident to obtain the VoBo | 10 mimutes
of Ecopetrol Service Management Coordinator
8:53 AM 16. Inform the community of Ecopetrol users and subsidiaries of the
: T . . . miRUtes
unavailability with the pre-approved Active Directory message
17. SDD uploads the IVR message to the plant and informs th@
8:58 AM community of Ecopetrol users and subsidiaries of the unavailability Mith utes
the pre-approved Active Directory message previously approve x
18. Creation of VTI Whatsapp chat on the progress of the solu o]
9:01 AM the Incident, information for communications with bu d’| 3 minutes
subsidiaries
19. The continuity practice leader performs the analysi roposes
9:03 AM the activation of incident commar_\d as defined in_ _O_ and 5 minutes
Governance model for IT Continuity when e ony\to incident
command is required.
9:08 AM 20. Manager Approves PCO VTI Incident Co an ivation 3 minutes
9:11 AM 21. Filling out formats for PCO VTI. 10 minutes
22.TIVIT Active Directory Domain Controller A istrator informs you
9:14 AM of the need to activate Active Diréctory Backup. Backup Team | 5 minutes
Requested to Recover Active Dire remise
9:08 AM 23. Create the Backup Requestflas Service Manager for Backups 3 minutes
8:54 AM 24. D(_elivery by_ TIVIT backup of €he r -es'tab'lished on-premise server 10 minutes
and with the drivers, users, data and applications
25. The active domaingcontroller administrator verifies that the server
9:15 AM has the structure anMers of_ the directo_ry, accor_di_n_g to the 10 minutes
protocol of the o ion ivered in On premise and initiates On
premise synchroni ith Cloud
26. Validation e synchronization and replication process is
9:45 AM in controllers and validates the ADConnect, email | 10 minutes
ysis of the actions carried out in the cloud to solve the
9:50 AM m operational service and close incident in the chat of | 10 minutes
massive incidents.
10:05 AM e temporary accounts 5 minutes
e TIVIT Incident Manager makes the message about the return
10:10 Al ormality of the incident to obtain the VoBo of Ecopetrol Service | 4 minutes
Management Coordinator
30. Inform the Ecopetrol user community of the availability of the
network accounts associated with the Active Directory and remove 6 minutes
IVR message
10: 31. TIVIT incident closure in SM 5 minutes
10:41 AM 32. Report deactivation of PCO-VTI preventively and return to 5 minutes
normality.
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e Estimated
Hour Activity time
10:46 AM 33. Closing of the VTI Operational Continuity Plan Test 5 minutes
10:50 AM 34. Conduct a survey to determine lessons learned from the test 10 min
result
10:56 AM 35. PCO VTI Test Feedback to Participants utes
Board 2, Executed fiscal year agenda
2.2 Exercise coordination team:
NAME SPECIFIC FUNCTION ROLE IN LOCATION
EXERCISE
Yaneth Munevar Cendales Digital Infrastructure | Responsi or| Face
Manager Incident | approwi the
Commander of the | acti of the
affected service gPGO
Jaime Hernando Malagdn Barinas Overall coordination ‘v eral Coordinator| Face
resolving the incident i the event
EMI  Planning
Responsibilities
PCO-VTI
Diana Janeth Gémez Quintero Front of Continuity,| Face
Trial Service Leader
of the test activities, to
nsurg the validation of
0O-VTI
Ernesto Parra Erazo eheral coordination Service Leader| Face
the execution of the test | Testing
activities executed by
Service Ally of service
operation and
compliance with Incident
Management guidelines
to ensure compliance
with the Service's
Operational  Continuity
Plan.
Wi so Camargo Duran General coordination Service Face
In the execution of the | Management
test activities, executed | Coordinator
by Service Desk Digital
Mario Javier Lopez Murcia Ensure compliance with | Physical Security | Remote
continuity guidelines of | Management
the affected service
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ROLE IN
NAME SPECIFIC FUNCTION EXERCISE LOCATION

Daniel Alejandro Gonzales Angel

Service
General

SDD Indra
Manager /
Coordination
Coordinate the execution
of the test activities, to
ensure the validation of
the service management
operation

SDD Indra Service
Manager

S

RN

If you require more rows please add them***

Board 3, EXERCISE COORDINATION TEAM.

2.3 Team of exercise participants:
ROLE IN
NAME SPECIFIC FUNCTION EXERCISE LOCATION
Yaneth Munevar Cendales Digital Infrastru sponsible for| Face
Manager roving the
Commander  of activation of the
affected service PCO
Jaime Hernando Malagoén Barinas General Coordinator| Face
of the event
under PCORYTI
Diana Janeth Gémez Quintero General planning Front of Continuity,| Face
perational Continuity | Trial Service Leader
Responsibilities
ording to PCO.
oordinate the execution
of the test activities, to
ensure the validation of
the PCO-VTI
General coordination in
the execution of the test
activities executed by
Service Ally of service
operation and Service Leader
Ernesto, a Er compliance with Incident . Face
A Testing
< ~L Management guidelines
to ensure compliance
with the Operational
Continuity Plan of the
service.
Wilman Alonso Camargo Duran Overall coordination in Service
. Management Face
the execution of test ?
Coordinator
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NAME SPECIFIC FUNCTION E?(?E;E:IIIS“E LOCATION
activities, executed by
Service Desk Digital
Ensure compliance with Phvsical  Securit Remot
Mario Javier Lépez Murcia continuity guidelines of Y Y
. Management
the affected service
SDD Ecopetrol Leader/
General coordination in
the execution of the test SDD Ecopet 18
Wilson Rueda Gémez activities executed by Leader
Digital Service Desk and
compliance with Incident
Management guidelines
Ensure compliance with
Héctor Fabio Gonzalez incident managemen ident Practice Face
guidelines during tes de
execution.
Edwin David Ramirez Doria Ensure continuity Backup Service| Remote
affected application Leader
Fabian Andrés Gémez Garcia Ensure continuity of Server Service | Remote
affected a i Leader
Karen Alejandra Martinez Acevedo Ensure ¢ f the ACt'V.e. Directory Face
affec Administrator
Tommy Madero Vergara Ensure t”f‘ |ty of the Infrastructure Face
affected application
Guarantee the
' tion of the Service Desk
Diana Vélez/ Brayan Mora ion presented in Leader Remote
e affected service.
SDD Service Leader
Access tests, verification
. . . fand ﬁdel_lty tests of data Digital Service Desk
Active Directory Admi ato information recovery, Agents Remote
ensuring service
restoration
Guarantee the
registration of the
. situation presented in | Digital Service Desk
Digital Agents the affected service, Agents Remote
Ensure incident logging
and attention
Monitoring of the
execution of the test as
a Andrea Esponda Ospina an observer to ensure | Test Observer Remote
the evaluation of the
specific elements during
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ROLE IN
NAME SPECIFIC FUNCTION EXERCISE LOCATION

the PCO-VTI test and
generate corresponding
report

Uriel Francisco Moreno Rodriguez

Monitoring of the
execution of the test as
an observer to ensure
the evaluation of the
specific elements during
the PCO-VTI test and
generate corresponding

Test Observer

&

report

If you require more rows please add them***

Board 4, TEAM OF EXERCISE PARTICIPANT

O

2.4 External staff participating in the exercise:
SPECIFIC ROLE IN
NAME ENTERPRISE FUNCTION EXERCISE LOCATION
Diana Carolina Vélez Indra SDD Notify W SDD  Incident] Remote
WhatsApp at | Manager
i High and
cidents",
essage "Drill
ill, terruption of
S e in Active
Directory"
Carolina Ramirez TIVIT PLATREQRMS [ Manage resources | TIVIT Remote
and people TIVIT | PLATFORMS
PLATFORM team Process Manager
Mauricio Abril VIT FORMS | Allied manager that | Practical Remote
resolves incidents | Incident
based on | Manager Ally
information
uploaded to Forms
template
SharePoint
TIVIT PLATFORMS | Guarantee
Mario Crispin continuity of the | Backup Remote
process and health | Manager
of the service.
If you require more rows please add them***
Board 5, EXTERNAL STAFF PARTICIPATING IN THE EXERCISE
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3. ANALYSIS OF RESULTS

The following information corresponds to the analysis of the results of the exercise, in accordance with
the objectives set, based on the strengths and opportunities for improvement identified in the erent
sources, which will serve to strengthen future tests/exercises.

3.1 Findings of the exercise According to the Observers: C

Does it
require action
to be taken?

Yes/NO
(OM) Ensure that all direct and indirect actors are clearly aware
of their roles and responsibilities as scripted to respond
- . . . Low Yes
effectively in a real crisis and complete, clear and timely

communication required for decision-making.
(OM) Perform scenarios with a real scope that can occur in an

Finding (Strength/Opportunity for Improvement) Priority

incident without relying on time constraints dle ves
(F) High level of technical expertise of the team in the attefiti
- igh Yes
of the scenario.
(F) Availability and commitment of personnel ring t
Low No
development of the test.
(OM) During the exercise, it became clear t pre-
approved messages were not available for th espite
the fact that the incident guidance states tha ey should be .
. . Middle Yes
ready. It is recommended that you review an pdate pre-
approved messages to ensure their availability in future tests and
real events.
(OM) Being such a critical a act service, it is
recommended that drills include ly all necessary roles Middle Yes
and all those who can interven®,i al incident, without having
a time restriction with the dri

xercise Findings According to Observers

3.2 Findings o?ex ise According to the Facilitators/Coordinator:

VN
Does it
require
Finding (Strength/Opportunity for Improvement) Priority action to be
taken?
Yes/NO
Identify if it is an identified improvement opportunity or strength and describe it High Medium Low otherwise***

seifdefense, and platform teams for root cause analysis, | High YES
threat isolation and monitoring of suspicious activity and to be
in sync with the messages that are reported
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Does it
require

Finding (Strength/Opportunity for Improvement) Priority action to be
taken?
Yes/NO

(OM) Incorporate in the service's PCO the contact with the
corporate communications team in the presence of news in the
media or social networks about the incident and document and

networks and media.

take into account the corporate communications protocol that is | High
being formalized and validate the messages with the Crisis
Management Center, the Vice Presidency and the Presidency

before issuing external communications.

(OM) Implement active and permanent monitoring of social | Middle

(OM) Include in the service's PCO the obligation to create a case
with Microsoft whenever an incident related to Active Directory
OCCurs.

(OM) Strengthen the training and definition of Inci

; YES

St

ness of recovery times and minimize risks in

guidelines , the use and scope of pre-approved mess iddle YES
specifying which services apply to mass events.

(OM) Extend the process of socializing the PCO test i sever

sessions, in order to identify and link all the n roles | Middle YES
within the simulation.

(OM) Document and inventory critical technical

accounts in applications to mitigate incident Sgisks in other | High YES
applications.

(OM) Include in the PCO of the rvice the definition of

temporary IPs 10.11.27.%**x / 10W and cyberark

10.76.184.**, 10.104.**, 10.7 ¥ 10.104.2.*%* that High

serves for access by authorized ministrators servers, 9 YES
domain controllers and vCent itionally, take into account

the entry of allies from VPNs through dedicated

channels

(OM) Complement thisNsi ed exercise with the technical

exercise of peri Directory Technology Recovery

Procedure (PRT)/est;j jrficluding domain controller restoration

scenarios, t synchronization validation, and | High YES
verification ilability of critical accounts, in order to

, Findings of the exercise according to Facilitators/Coordinator of the Exercise.

3.3 xercise findings based on Participants' assessment and feedback

Evaluation result of the exercise focus application
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Tiempo dedicado

Utilidad ejercicio

Plan funcione

Afrontar incidentes continuidad

Afrontrar incidentes crisis

Sitio

Aspecto Evaluado

Figure 1, Exercise evaluation statis

—
E—
K

Time Spent 3,25
Profit for the year . 3,63
Plan Works 2,63
Dealing with incidents continuity 2,88
Coping with crisis incidents 3
Place 3,88
Res evaluation of the logistic focus exercise
Aspecto a mejorar
4. Euion
7. Roles y Equipo
1. objetivas
O 3. esCENANo 7

5. coMmunicaciones

6. thermpo
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Evaluated Aspect YES NO
4. Script 6 6
2. Scope 3 4
7. Roles and Team 8
1. Objectives 1
3. Scenario 7 5
5. Communications 6
6. Time 1 '8
Figure 2, Exercise evaluation statistics.
- :
Does it
require
Finding (Strength/Opportunity for Improvement) Priority action to be
taken?
Yes/NO
(OM) Include in the guidelines the performa at t one
drill per year for this critical service where th tir am, roles
and activities are involved, as well as doc t response
alternatives. Due to criticality and the number of a€tors involved, | Loud Yes
additional socialization sessions withqleaders (PODs) and allies
should be scheduled to ensure alignme ndgeffectiveness in the
execution of the exercise.
(OM) Use the alternate com ol in the same exercise | Low NO
(OM) to carry out training of the,enfire technical team that could
be in a real incident (Th d the test was attended by | Middle Yes
only one person).
(OM) Strengthen th d definition of guidelines for the
Digital Service , SO it is clearly established in which
cases the IVR st ctivated, the level of approval to send | Middle Yes
the unavailabilit esg@ge and timely communicate the type of
failure pres d.

Q Table 8, Exercise Findings Based on Assessment and Feedback

GCC-G-001 METHODOLOGICAL GUIDE FOR THE DESIGN AND EXECUTION OF EXERCISES AND TESTS

14/43

All rights reserved to Ecopetrol S.A. No external reproduction, copying or digital transmission of this publication may be made
without written permission. No paragraph of this publication may be reproduced, copied or transmitted digitally without written

consent or in accordance with copyright laws and based on current regulations.



Test Exercise Report

)y 4

Crisis Management and Business Continuity System

Physical Security Management

Z“PeTrROL

CODE
GCC-F-005

Elaborate
21/04/2023

Version 4

4. EVALUATION

4.1 Evaluation of compliance with the specific objectives of the exercise.

\

Perception of Compliance

carried out

Specific Objectives Complim Partially Not Remarks
ent fulfilled fulfilled
Event Identification W‘ ,
(Detection) X
Log incidents arising from X
monitoring tools
Activation of Response and X
Notification (Alarm)
Incident Management Team X
(EMI) Activation
Activation of the Business
Support Team X
Human Resources Enlistment X
Definition and Control of X
Necessary Resources
Clarity in Assumed Roles X
Clarity in the activities to be X

Control Response Standard
Operating Procedures

Analysis of Operatio X
Continuity Impacts
Operational Com
towards Continui S X
Support)
and
Templa ommand X
Activati
) Command activity
. X
I d tracking
ing of SDDs and IT X
service partners.
Ensure service restoration X
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Table 9, Evaluation of compliance with the specific objectives of the exercise.

4.2 Summary of the findings to be managed as a result of the exercise/test.

L\ N
Finding
No | (Strength/Opport | Action to be | Priori | Responsibl
unity for Executed ty e ST EED SR
Improvement)
(OM) Ensure that all - J
direct and indirect
actors are clearly | Conduct Karen
; | aware of their roles | training ~ with | .., Martinez 10-10° 31-11-2025
and responsibilities | the entire and
as scripted to | team Carolina
respond effectively Ramirez
in a real crisis.
(OM) Extend the | Extend test Diana
o | &xecution scenario | scenario o | \uqqe | J30 0-10-2025 30-05-2026
in critical IT service | real-world G
testing scenarios
(OM) During the
exercise, it became
clear that some pre-
approved messages
were not available
for the scenario,
Gespltethe fact 2| valiate | qe-
guidance states approved . Fabio
4 | that they should be ?1ess Middle ,Gonzalle_sd 07/10/2025 31/12/2025
ready. It is .r ! Lopez/Alia
recommended that nt anFI 0s
you review a urg) their
update ilability
approved m
to ensur
availability
tests n
events. R
eing’such a
o d high-
P service, it is Diana
mmended that | Involve all Janeth
alls include | roles involved | Middle . 10-10-2025 30-09-2026
. . Gomez
absolutely all | in the exercise
necessary roles and
all those who can
intervene in a real
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No

Finding
(Strength/Opport
unity for
Improvement)

Action to be
Executed

Priori
ty

Responsibl
e

Start date

End Date

incident, without
having a time
restriction with the
drill

(OM) Include in the
service's PCO the
early integration in
the VTI crisis room
of the identity,
operation partner,
Cybersecurity,
Cyber defense, and
platform teams for
root cause analysis,
threat isolation and
monitoring of
suspicious activity
and to be in sync
with the messages
that are reported

Integrate all
the required
equipment
into the crisis
room

Middle

Ernesto
Parra

7/;/2025

Q

&
2

31/12/2025

(OM) Incorporate in
the service's PCO
the contact with the
corporate
communications
team in the
presence of news in
the media or social

corporate
commuyfiica
protocol hat s
b fopmalized
igdgate the
essages with the
is¥ Management
ter, the Vice
esidency and the
Presidency before
issuing external
communications.

networks about the

incident

document andstak

. corporate
into acco e the

into
Service PCO

Middle

Ernesto
Parra/Exter
nal
communicat
ions

10-10-2025

30-05-2026
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Finding
No | (Strength/Opport | Action to be | Priori | Responsibl
unity for Executed ty e ST EED SR
Improvement)
(OM) Implement Ernesto
active and iddl Parra/Exter 0 26
g | Permanent | supervise Middle nal 10-10-2025 )
monitoring of social C .
networks and ommunica
media. tions Team
(OM) Include in the Ernesto
service's PCO the Parra /
obligation to create . .
a case with Include in the Middle Diana
10 . PCO of the Janeth 30-03-2026
Microsoft whenever service Gomez
an incident related
to Active Directory
occurs.
(OM) Strengthen
the training and
definition of Hécto
Incident guidelines, Conduct Fabio
the use and scope e . zales 31/12/2025
11 of pre-approved training Midd Lépez/Aliad 07/10/2025
messages, os
specifying which
services apply to
mass events.
(OM) Extend the
process of
socializing the PCO
test into several n t Middle Karen
12 | sessions, in order to Martinez 10-10-2025 30-10-2026
identify and lin
the necessar &
within
S|mulat|on
(OM)
mvent cr|t|cal
hmcal Ernesto
13 ell g‘;’l’#‘g middle | P2?/FaPI 1 06/10/2025 31/10/2025
|g e |nC|dent
in other
pllcatlons.
(OM) Include in the | Simulation Ernesto
14 | guidelines the | Execution High Parra 10-10-2025 30-03-2026
performance of at | 2025
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Finding
No | (Strength/Opport | Action to be | Priori | Responsibl
unity for Executed ty e ST EED SR
Improvement)
least one drill per
year for this critical
service where the
entire team, roles
and activities are
involved, as well as
document response
alternatives. Due to
criticality and the
number of actors
involved, additional
socialization
sessions with
leaders (PODs) and
allies should be
scheduled to ensure
alignment and
effectiveness in the
execution of the
exercise.
Use
(OM) Use the alternative Diana
alternate icati Janeth
15 | communication tool | °M NG | Middle ; 10-10-2025 30-05-2026
in the same fn tools r Gémez
exercise utur ]
exerci
(OM) to carry out
training of the
entire technical Héctor
team that coul C uct Fabio
16 | in a real ineiden ining High Gonzales 10-10-2025 30-12-2025
(There ar Lopez
the tes /Allies
atten %
one pers
( gthen
t ing and
ia of Héctor
&- nes for the Generate Fabio
Jital Service . Middle Gonzales 10-10-2025 30-12-2025
.. ._ | training .
Pesk, so that it is Lopez
clearly established /Allies
in which cases the
IVR must be
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Finding
No | (Strength/Opport | Action to be | Priori | Responsibl
unity for Executed ty e ST EED SR
Improvement)
activated, the level
of approval to send
the unavailability
message and timely
communicate the
type of  failure
presented.
(OM) Extend the
process of
socializing the PCO .
- Diana
test into several Janeth
sessions, in order to Middle G6 0-10-2025 30-05-2026
: : . omez
identify and link all
the necessary roles
within the
simulation.
(OM) Identify gnd Ernest
control technical rra /
accounts to include
them in the list of Control ana
g technical le Janeth 10-10-2025 30-12-2025
critical accounts to ,
I . accounts Goémez
mitigate risks of
incidents with
applications.
(OM) Include in the
PCO of the service
the definition of
temporary IPs
10.11.27.%**
10.11.45.%* InBlude
cyberark thorized Ernesto
10.76.184.%*, ocal IPS Parra/
10.104.7%%, addresses in ’Fabian_
PCO middle | SMEF/DEM | 10-10-2025 30-12-2025
Train partners Gomez
on site-to-site
VPN login
trollers and
enters.
Additionally, take
into account the
entry of allies from
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Finding
No | (Strength/Opport | Action to be | Priori | Responsibl
unity for Executed ty e ST EED SR
Improvement)

site-to-site VPNs
through dedicated

technical exercise of
the periodic tests of
the Technology
Recovery Procedure
(PRT) of the Active
Directory, which
include scenarios of
restoration of
domain controllers, | PRT 2025 Test Middle Ernes
validation of AD | Run Parra ie
Connect
synchronization and
verification of the
availability of
critical accounts, in
order to ensure the
effectiveness of
recovery times and

minimize risks in

the event of a real
event.

channels %
(OM) Complement

this simulated

exercise with the x

10-10-2025 31-12-2025

Table 10, Su findings to be managed as a result of the exercise/test.

4.3 Other impo?t coRsiderations of the exercise:
A

In the development of the exercise, the importance of the active participation of all actors was
highlighted, which allowed validating the level of preparation, the commitment of the areas and the ability
to react under pressure in real time. Likewise, in the PCO-VTI test, it is concluded that the proposed
objective was achieved in accordance with the methodology defined by the Crisis and Continuity area,
the PCO of the VTI and the previous planning. The effectiveness of the alternative implemented to address
this type of scenario was verified, highlighting the timely management of the event by the VTI staff, the
Active Directory Service and the allied managers involved.

h 4
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4.4

Photographic Record

23

Photographic Record

Objetivo y
sentido de
este plan

PLAN DE GONTINUIDAD OPERATIVA-PCO

OBJETIVO GENERAL DE LA PRUEBA:

El objetivo principal de la prueba es simular las actividades a
realizar cuando se presente un incidente de la eliminacion de la
totalidad de Ias cuentas de red en Onpremise/nube, con el fin de
elevar la capacidad de la VTI para anticiparse y responder ante
este tipo de incidentes.

ALCANGE ESPECIFICO

“Identificacion del Eventto (Deteccién)
derivados de las herramient

e de monitoreo
“Activacidn de Respuesta y Notificacidn (Alarma)

“Activacién del Equipo de Manejo de Incidente (EMI)

“Activacion del Equipo de Soporte al Negocio

~Claridad en las actividades a realizar
+Procedimientos Operativos Normalizados de Respuesta de Control

+Analisis de Impactos a la Continuidad Operacional

~Comunicaciones Operacionales hacia Continuidad (Soporte al Negocio)
+Uso de documentacin y plantilias en activacién del comando de Incidentes
“Registro y seguimiento de actividades de Comando de Incidente.
~Garantizar el restablecimiento del servicio

Explanation o
premises e

ope of the test,
ulated test scenario.

GCC-G-001 METHODOLOGICAL GUIDE FOR THE DESIGN AND EXECUTION OF EXERCISES AND TESTS

22/43

All rights reserved to Ecopetrol S.A. No external reproduction, copying or digital transmission of this publication may be made
without written permission. No paragraph of this publication may be reproduced, copied or transmitted digitally without written
consent or in accordance with copyright laws and based on current regulations.




Test Exercise Report

\‘/ Crisis Management and Business Continuity System
tﬁ Physical Security Management
eTROL CODE Elaborate Version 4
GCC-F-005 21/04/2023
Photographic Record
Photograph Description
lunes, 20 de septiembre de 2025 800 a. m. - 11:30 . m. B parte 1 [>] Parte 2 EXp/anation Of the Conl'eXt Of th SCI’ipt,
and the execution of the script bégins at

Gided IV O E. - Gadsdomerce £ @ - 8 x 8.11 am
e O comanion: | [ EXEETRIR ‘ )

> Fomat Guon e e
Lstw TR Accesibiidad 5
ma ﬂ o smeE A d

n | Uista Asisterres delaprusba  Mansaje Whatsay

ader of the Continuity practice
in the WhatsApp chat of (Incid-
ltos/Masivos), informing that the

12:02 il 5G @

< 31 _ tm?ld:.Ctl‘dlMoslMasim @

) comunicacion, por lo que se
. estd ala espera de su .
.

| farermelinonstiaig LAY Presidency of Science, Technology and
é' mantiene en monitoreo. ?’._ Innovation is being carried out with the
| e 4 message "Simulation Drill that is NOT A
s | Buenos dias. El dia de hoy El

J estaremosreahzandode . REAL EVEN7-, It IS On/y fOI‘ eVldence Of the

S0 10V e owa B8 ) report of the tests.
- anual del Plan de i
" Continuidad Operativa PCO Thank you and apologies for the

de la VT, todo lo que se q inconvenience."
envie por este chat y que

:‘ ' inicie con **simulacro V
.| simulacro**
| NO ES UN EVENTO REAL, es

solo para evidencia del
informe de las pruebas.
Gracias y disculpas por los

| inconvenientes. 8130

| ,3 & Dlana Carohna Velez SDD Call [
I **simulacro w
i-."‘.fj simulacro**Buenos dias

= P SR S

+ C @8
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Photographic Record

Photograph Description

8:20

©

1

00:01
srvicedesk Ecopet:

a4 [\

FaceTime Silenciar

o

Afadir

Ll

Finalizar Teclado

The Leader of the Continuity
Report simulated cases to SDD b
that "indicate that when you
the network account in Offige 3
comes out indicating that
recognize it" for SDD.,

12:03 ol 5G .
( 31 4. Wg:?fuijMasms @
H"- L AT e SR -‘".:;.;Fﬁ /
A\l Diana Carolina Velez SDD Call B8
% - **simulacro -
. simulacro**Buenocs dias N

b

@~Gef se tiene
conocimiento de algun
incidente que se esté
presentando sobre accesos a
servicios de microsoft y
aplicaciones? Se estan
recibiendo muchas llamadas
~ en service desk sobre esta
’ situacion.

B o

Start the Incident Manager of the digital
Service desk of the partner Indra, sending
a message in the WhatsApp chat of
Critical, High and Massive Incidents
consulting about the incident reporting on
the lack of access to Microsoft services and
applications.

iranqui

**simulacro simulacro** Buenos dias se informa que se estan presentando muchas
llamadas de usuarios que no pueden acceder a los servicios de microsoft e ingreso a
aplicaciones y servicios.

**simulacro simulacro**Buenos dias, estamos en revision

The Incident Manager of the digital Service
desk of the partner Indra report by Chat
(WhatsApp) to the first level of support
(Allied Incident Manager) according to the
escalation matrix of each Service Provider
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Photographic Record
Photograph Description

published on the alternate site, of the
incident practice

The Incident Manager of the
v v desk of the partner Indraghfor. y Chat
(WhatsApp) that the (0]
Service Manager pro¢eed“to ivate the
local accounts to r and’classify the

*Buenos dias equipo, el martes c... A
incident
@Gestora Incidentes/Terceros SDD

Service Desk
Alisson, Andrés B, BIMora,...

me estan informando que no
pueden acceder a Service Manager
para crear incidentes de las
llamadas que estamos recibiendo;
voy a solicitar/crear las cuentas
locales en Service Manager, y
finaliza la llamada.

Once logged in with the local accounts, the
incident is registered and/or classified with
IM277490
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Photographic Record
Photograph Description

Ecopetrol's Active Directory , Service
Leader establishes communicati

00:17 the TIVIT person on duty fi
Karen Martinez Directory service, in orde, tect and
confirm  the unavailgbili
associated network a

FaceTime

Keypad

The TIVIT Domain Controller
» Administrator, as shift manager, validates
the unavailability of the Active Directory
service and confirms that the associated
email accounts are not operational.
Subsequently, it establishes
communication with Ecopetrol's Active
Board Service Leader to report the
situation and coordinate the
corresponding actions

aem.icadfaca ~ad D ewm 0
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Photographic Record

Photograph Description

RUECR

®

00:17

Karen Martinez

FaceTime

Keypad

Detect and report unavailabjlity of
cloud/on-premise network ounts
associated with Active Direct

2

12:03 Wl 5G 8
< 5 - !‘md.-f:‘rfnlmosmauvos @
*simulacro simulacro* |
~ PLANTILLA DE REPORTE | .,ﬁ, "
INCIDENTE: IM277490 S |
 FECHA Y HORADEINICIO: | J
| 29/09/25 08:00:00 .

_ DESCRIPCION: Falla acceso

| servicio Microsoft N

| GENERA o

~ INDISPONIBILIDAD: S| ¥
~ PRIORIDAD: 2 - Alta

| IMPACTO DETALLE: Falla . 'j

. acceso servicio Microsoft

~ SERVICIO AFECTADO:

| Servicios Microsoft

NUMERO DE USUARIOS

AFECTADOS: Varios

usuarios

LIDER DE SERVICIO:

Ernesto Parra

| ASIGNATARIO:

- PLATAFORMAS - INF -

. EXCHANGE 0365

- ACCIONES EN CURSO: Se

~ reporta falla masiva desde

i,"-f,; SSD, usuario reportan falla al

3

+ cC @0

The incident ~manager of TIVIT
PLATAFORMAS makes the first
notification, the completion of the
template for the first notification in
Ecopetrol's WhatsApp incident chat (Incid-
Crit/High/Massive)

?}/

U
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Photographic Record
Photograph Description

Jaime

Conversation  between  Eng.
Malagén, Head of the Platfor and
@ Connectivity Department ing

Leader) and the Service dhea of ‘the
Active Directory of Ecopetrol, abeut the
incident and the first gc

2 56 @

Uso reciente: @ Personal_Tigo >

Ernesto Parra
® < [ [}

Detalles Mensajes de voz

Hoy ¢

EP Fotoyy péster de contacto

A
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Photograph Description

12:03 il 56 @ TIVIT's Incident Manager proc to
{3 o CrxyAtasysetos SR create an incident attenti in
m— Teams/Meet without prio, uling of

SR Rkl v g et z the agenda, sharing the invitati rough

: Ecopetrol's  Whats, (Incid-

J# A | Crit/High/Massive). sis room is
enabled, the ca corresponding

jately, beginning the
f the incident.

‘simylgcro sirfu\:lacro’ Sala team begins I

de crisis <httr

that the update of the status
nt must be carried out in

Héctor Fabio Gonzalez Ecp

+ C @&
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Photographic Record
Photograph Description

Inside the Situation Room,

12:04 ol 5G ® .
.. WA hypotheses are raised and a ut
< fl;.:;...’:.,., s @ the cause of the incidentg.i ing the
R 7% e Acehoeh pon B pere ‘m possibility of a cyberatta€k. of the
I acceso local a las maquinas, J . . .
12003 wiscm B tiempo aproximado 15 min. i technical validation, ,t ats of the
& 31 47" Incid-Criti/Altos/Masivos @ "‘ Se Crsa;:iso con MS % ACtiVe Directory S I's /eWed and
Feid bl — ., | prioridad A. Ei .. .
B Hiéctor Fabio Gonzalez Ecp (] | connectivity to e rresponding IP
b e Alexander Pedreros Ecp ¥ H ; i H
reporian que s usoadoara venen [N SIMULACRO SIMULACRO address /:s cor ety without ew_dence of
O e s s L Equipo de conecitividad inicia degradation, ponse times or
oA e s B validacion! @-Leidy Aldana Jat
ok et bl ® atency p
Héctor Fabio Gonzélez Ecp -
f Héciofrablo Gonzile ;E; ~Leidy Aldana +57 2228134163 '.‘: Additi Il it is established that, if
B <imulacro simulacro ] bk il req ic to a specific destination in
Equipo SOC 'i * ill be identified with the support of
@57 305 2736726 = : thegSeturity team. At the same time, a
’) v Bad . . : .
Estamos con todas las & ;L:_ SHnulacit Skmilacio e}* selis registered wnfh M/cro_soft tq hqve
Bl e B Sedescarta falla a nivel de o 5 alized support in the investigation
gy oo eloun cberateae Bl S caces eciemescel . [ and resolution of the incident
8:53 iN Caldas recl es gel - -

[ Uriel Moreno Transicion Ecp ~ Express Route en los Uitimos X

https://teams.microsoft.com/ ‘ dias 13
+ o @ 9 +- @ 0

ﬂ Simulacro Simulacro Se confirma conectividad hacia IP de sevidor de DA informada 10.1.141.25, sin degradaciones, tiempos
altos o lstencias encontradas, quedamos atentos si se necesita I identificacion de wfico hacia algin destino es especifico de
AZURE para identificario con 3payo del equipo de sequridad Gustavo Andres M cia (ITS INFOCOMUNICACION)

Ecopetrol's Active Directory Service
Leader requests the activation of
emergency accounts to TIVIT's Domain
Controller Administrator
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Photograph Description

Photographic Record

12:06 wil 56 @

< 31 ' = !(nﬂd\-ﬁ({.:\l'lt;/AhosIMaﬂvos @
los controladores de dominio, i
se habilita acceder al
controlador de dominio
- ubicado en Azure, se
evidencia borrado de cuentas |
en controladores onpremise.
- Elrestablecimiento de

servicio tomara mas de 6

horas. Desde el audit log se
| | observa que una cuenta
& ejecuto un script que movié
" los usuario ala OU de
~ deshabilitados.
Se procede a restablecer el
controlador de dominio
Azure, desde un respaldo
tomando el dia anterior, con
esto, se recuperan las
cuentas criticas (también
7 - cuentas de servicios) en
| aproximadamente 30 min.
Posterior se recuperar las
cuentas restantes, tomara
alrededor de 6 horas.

B ~Mauricio

—— »
.demos actualizar |a la plantilla y informando que se.
3 =r o a habilitar nuevamente Ias@ Se empezaron con Ias@
i van a tener senvicio, incluyendo Iasm Zuet de servicio cticas y

00%, perc lo critico ya &n media hora deberia estar arriba, entonces podemos?

aproxdimadal
;Para restsbl

Informar esto, por favor.

In the Situation Room, the Service Leader
of ECOPETROL's Active Directory IRdj
that the solution of the incide

time greater than the o of ‘the
service RTO and reque t te the
template to the TIVIT RMS incident
manager and n in copetrol's
WhatsApp incigdent at (Incid-
Crit/High/Massi ith¢'the respective
progress.

Additionally, it requests the critical contact
base for s and subsidiaries and
part the creation of temporary

quests the activation of the
ability message

il oo™ Sala da s e it Aty 0w ot e St

[ §

8=/ simulacro simulacro archivo cuenta... [ -

The Leader of the Ecopetrol continuity
practice delivers the list of critical
accounts of Ecopetrol, subsidiaries and
allies to begin reinstatement of the
accounts through script.

A olina ‘_A wer 522 2.

5i, simulacro simulacro por favor podemcs actualizar 1a la plantilla y informando que se.
Se estin & ndo 3 a restablecer o 3 habilitar nuevamente |as oUentas. Se empezaron con las cuentas
criticas api = 13 van a tener servicio, incluyendo las EWENEAS de servido crticas y

empezariamos con y continuariamos con el resto de cuentas.

Habilitindose paulatinaments estimamos que 2| |a full sincronizacién termine alrededor de 5 horas

aprosimadament. Y2 de lo que emp:

mas.

iPara restablecer el 100%, pero lo cri

ya en media hora deberia estar arriba, entonces podemos?

| ~—

Proceed to create the accounts of critical
Ecopetrol users

The TIVIT Active Directory Domain
Controller Administrator initiates the
process of resetting and enabling Active
Directory accounts, prioritizing critical
accounts and essential service accounts.
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o and notifies that these will be available in

approximately 30 minutes. And
subsequently, it will inue
progressively with the r he user
accounts.
_ ECOPETROL's j rectory Service
- Leader reques t DD Leader to send
the servi€éwinterruption message to the
e entire co and activate the IVR,
whi, DNIndra's Incident Manager, in
C ion " with ECOPETROL's Active
irect Service Leader, verified the pre-
pBos ved IVR messages related to the
_ incident and obtained the VoBo from
***Simulacro simulacro*** Sala de crisis incid. Direct... Chat +4 @ &g Exterma m

ok Ecopetrol's SDD Leader (according to the

s personas de este chat estan fuera de su organizacion. £x posibe que tengan directivas ref adas con mensajes

. . e level of approval described in the incident
veaea v - guide).

DS Evidendia actividad solicito aprobacién mensaje de disponibilidad

Sitmwlacro Simalacro Solicito setear cal IVR audio 7853 Falle rad ECP way.

Wilson Rueda G. =
io IVR
s
Simulacro Simulacro, confirmo que fue retirado el mensaje del IVR, por favor
realizar pruebas

The respective notification of'
Unavailability of the service is made

SERVICE DESK DIGITAL P

Indisponibilidad En cuentas de red
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Simulacro Simulacro, Confirmo el cargue del audio del IVR, por favor realizar pruebas

9:59 a.m,

The IVR message was uploade
messaging  plant, so

and immediately,

queries.

communicating to the esta e,
users are informed in a manner
about the existence offian ident that
affects the Active Ditec (AD) service

e situation
ate additional

256 @

16:21
*** simulacro simulacr...

< 25 a2 2en linea Cn 4

= GRSt SRS L S R
& Los mensajes y las llamadas |
estan cifrados de extremo a i

extremo. Solo las personas en este
chat pueden leerlos, escucharlos o |
compartirlos. Mas informacion
S SRS S B
. Buenos dias. El dia de hoy
. estaremos realizando de
8:00 a 11:00am la prueba
anual del Plan de
- Continuidad Operativa PCO
~ delaVTI, todo lo que se
- envie por este chat y que
~ inicie con **simulacro
imulacro** :
NO ES UN EVENTO REAL, es &
solo para evidencia del A
informe de las pruebas.
Gracias y disculpas por los

PN :
N B & V
=
. **simulacro simulacro** Se |
~ unieron solo algunos ‘Q‘,'
Business Partner para v
efectos del simulacro,enun

C ®9

The leade
practice
the
in

sin

on ¥ for communications
and subsidiaries

copetrol's continuity
I's Whatsapp chat on
of the Incident solution,

with
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12:0 i5G & Ecopetrol's continuity practice, leader

< 31 47 incia-CrititosMasivos (@) performs the analysis and prop
. activation of incident comma
in the PCO and Governa | for IT
Continuity when escaldtio cident
command is require

e T B v A S
Héctor Fabio Gonzalez Ecp
SIMULACRO SIMULACRO

Se procede notificar
incidente CRITICO
(IMPACTO: EMPRESA Y
URGENCIA CRITICA) a
comité de crisis empresarial.

@Diana Janeth Gomez Nos

~ confirmas quien esta

.| delegado en ECOPETROL
para el reporte de lafallay el |

informe a los altos directivos

(Vicepresidencias, B

Presidencia y Junta Directiva)

Editado 9:33 J

™ Héctor Fabio Gonzélez Ecp
Héctor Fabio Gonzalez Ecp
SIMULACRO SIMULACRO

| Se procede notificar incidente C...

@Pamela tamara De La
Ossa Ecp, @Marilu Mejia,
AR Aniswinia e amas [=fala)

C @9

Eng. Leidy Katherine Aldana Forero
- performs connectivity validation to AZURE
'3 ) to rule out recent outages of the Express

=] simulacro simulacrs archive cusnta... (2
U Route in recent days.
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ip 10.11.45.81 hadia los

ing 10.1.141.25

Pinging 10.1.141
Reply from 10.1.1.
Reply from 10.1.1
Reply from 10.1.1.
Reply from 10.1.141.25: bytes =

th 32 bytes of data:

=
2

=4
=

€\Users\ 0305578 ping 10.1.141.132

Pinging 10..141.132 with 32 bytes
Reply fiom 10.1.141.132 bytes=32.
Feply from 10.1.141.132 bytes=32.
Reply from 10.1.141.132 bytes=32.
Reply from 10.1.141.132: bytes=32 time-

Ping statistics for 10.1.141.132
P

CUsers\e0306578>ping 10.1.141.39

Pinging 10.1.141.39 with 32 bytes of data:
Reply from 10.1.141.35

Fing statistics for 10.1.14138:
=4, Received = 4 Lost =0 (@%oss)
onds:

inio respond ping.

e e

B

Eng. Fabian Andrés Goémez performs
server validation upstairs with while
the servers are accessed.

Estamos valc ivi tficad:

o

werficacion de trafico hacia destinos azure

unims al equipo de sequrcad para s

Joseph Miller Perilla Molina (75 INFOCOMUNICACION) Gustavo Andres Matamoros Garda (ITS INFOCOMUNICACION)

[ simuacro simulaco archivo cusnta.. (2 -

M

T A e

.+ mmuenan ou 2
AU e

Buencs dizs, los equipos firewall de Azure no se encuentran con alguna afectacion
'

Eng. Leidy Katherine Aldana Forero
requests to join the security team for the
verification of traffic to Azure destinations
Eng. Joseph Miller Perilla Molina (ITS
INFOCOMUNICACION) Gustavo Andrés
Matamoros Garcia (ITS
INFOCOMUNICACION)

=

. 10

4

Eng. Joseph Miller Perilla Molina (ITS
INFOCOMUNICACION) Gustavo Andrés
Matamoros Garcia (ITS
INFOCOMUNICACION) confirm that the
Firewall equipment is not affected

Mr. Jaime Malagon, Head of the Platforms
and Connectivity Department (Planning
Leader), Requests the Service Leader of
the Active Board of Directors of|
ECOPETROL to evaluate the root cause in
order to take appropriate actions in the
case

GCC-G-001 METHODOLOGICAL GUIDE FOR THE DESIGN AND EXECUTION OF EXERCISES AND TESTS 35/43

All rights reserved to Ecopetrol S.A. No external reproduction, copying or digital transmission of this publication may be made
without written permission. No paragraph of this publication may be reproduced, copied or transmitted digitally without written

consent or in accordance with copyright laws and based on current regulations.




> 4
““PeTROL

Test Exercise Report

Crisis Management and Business Continuity System
Physical Security Management

CODE Elaborate

GCC-F-005

21/04/2023

Version 4

Photographic Record

Photograph Description

16:10

{25 =

16:10 M.

<26 =

ul 56 @

(w32

**Simulacro** activ. de...
Jaime Malagon Barinas Celular

**Simulacro** activ. de...
Jasve Matagor Barmas Cerla av
e o

e lunes s g

@ Los mensajes y las llamadas

; estin cifrados de extremo a

L extremo. Solo las personas en este
chat pueden leerlos, escucharios o

| compartirlos. Mas informacién

¥ 1S2PUTOLa QI LUITHIG US

= cnsnsempresanal
SAREY TR T

% Camblaste el nombre del grupo a
0** activ. del

de incidentes".

1155\// §

TS E
Ta camblé el numbre del grupo a
acl|v del d

"ssmutacro sumulacro
Hola Buenos dias Yaneth.

| Autorizas la activacion del
. comando de incidente y
escalar a equipo de soporte |
de Vice presidencia?

3 i smulacro s:mulacro”‘
/g, Vice se estd presentando un
 incidente como ya sabesde |
~ cuentas del directorio activo,
teniendo en cuenta el :
impacto masivo en Ecopetrol
y filiales autorizas el
escalamiento de prevencion
~ yrespuesta al comité de
~ crisis empresarlal
» SEate R
Wllman Camargo ecp
Aprobado, escalar al Comité
de Crisis

* simulacro simulacro®**Voy
a incluir a quien esta como
Vice para efecto de este
simulacro para solicitar

- aprobacion de escalamiento
al comité de crisis
empresarial,

sien .V
11562 w

- e ~

Confirmation of the approval , of the
activation of the PCO VTI
command and approval
fulfilling the role of Vic

this level due to t
during the drill, i

Uso reciente: @ Corporativo >

Yaneth Munevar
@ < [ [

Detalles Mensaj

YM Fotoy pdster de contacto

it

Conversation  between  Eng. Jaime
Malagén, Head of the Platforms and
Connectivity Department (Planner Leader)
and Eng. Yaneth Munévar, informing him
of the status of the incident and the
progress and actions taken
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(@) Coroen Elen Gukron Aronas Gt ot o @

BosEmNIERCeFE@ A dW o

@ carmen tlena Gualdron Arenas Gt Compurin  Eado ot .

¥

@BosREsREEecEar fa

@ carmen Elena Gualdron Arenas Gt Compariss  Esouco o 3 @

¥

SBosaRmEeREee Sz Fa

2 e 555 m
S TUO s B

Communications made during the drill in
the role of VTI representative in Crisis
committee.

\ 4
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e e i e o vt

TIVIT Active Directory Domain Controller
Manager reports that it gains acces§yto the
cloud domain controller

0 e Eng. Lei erine Aldana Forero
g = confirms jvity to the IP informed
= Mr. MMauricio Sanchez proceeds to make

the respective validations with the SOC, in
the face of the action generated by this
user

MB  continusmos con validacion con el Soc, frente 3 I accion generada por este ususrio

Eng. Hector Fabio Gonzales proceeds to
join Eng. Diego Alejandro Rodriguez
Rodriguez on the communications side to
validate reputational impact and give
context on the situation of the incident.

\ 4

M8, coninuames con validscion con el So frente 313 accion gansrads par sste usuaro

The TIVIT Active Directory Domain
Controller Administrator identifies and
notifies the root cause where it was
verified that through the audit logs of the
Tenant system, unusual movements by a
User were presented. In particular, it was
identified that one account executed the
transfer of several user accounts to the
"Disabled Accounts" Organizational Unit,
which generated the temporary
unavailability of these accounts.
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< backup

6/21

W Debe ser, te espero Mauricio, tal vez por eso, liménez ya te confirmo.

Oscuies e bas  cutnds con Teams e

<

During the exercise, TIVIT's
Directory Domain Controller ’
initially informed the n

Active Directory Backup dnd r.
Backup Team to rgc
However, it was

restoration was
recovery of Cckiti
executed fro

on-premise.

iden hat such

ssary, since the

ccaeunts was being
irectory.

n

Likewise, erified that the disabled

5 codld be enabled and that there
: with the last backup made
before at 6:00 p.m. Consequently,
etermined that it is possible to
adually enable critical accounts without
ring a full backup restore.

Due to the operational decision made
during the year, a new strategy was
defined that made restoring from backup
unnecessary. As a result, it was not
necessary to generate the backup request
task in Service Manager for the Backups
team, nor to create or delete temporary
accounts, since the restored accounts
corresponded to the primary accounts and
not temporary accounts.
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The previous activity was replaced by the
TIVIT Active Directory Domain
Administrator performed the¢Perl

administrator
enablement. Subse
Enablement in A
Active Direct
(ADUC) and |

nd Computers
disabled accounts

moruneasaia within the sponding OU, once
i o[ \S0 & Vobaorei - located, to enable the critical
acco their properties (password,
gr piration policies) were
Vi d.

# Synchronization Service Manager on BOGEVAADCPRD - B %

Validation of the synchronization and
replication process of Domain controllers

File Tools Actions Help I

@ ovetons ) Comectons 8 Metaverse Designer @ Metaverse Search |
CornacirOpeators - = and validation of ADConnect, email
Name Profile Name | Status | St A

red ecopetroicomco  Deta impor success accounts
red ecopetrol com co BEpot completed-export-err.

ecopetrol onmicrosoft Bpot completed-export e |

ecopetrol onmicrosoft Deka Synchronization  completed-sync-emors

red ecopetrolcomco  Dekta Synchronization  completed-sync-emors

ecopetrol onmicrosoft Deka import completed-wamings

red ecopetrol com co Deta import success

red ecopetrol com co Bport completed-export-er

ecopetrol onmicrosoft. Expot completed-export-err.

ecopetrol onmicrosoft . Delta Synchronization  completed-sync-emors

red ecopetolcomco  Delta Synchronization  completed-sync-emors

ecopetrol onmicrosoft. Detka Import completed-wamings

red ecopetrol com co Delta Import success

red ecopetrol com co Bpot completed-export-em.

ecopetrol onmicrosoft Bpot completed-exporter.

ecopetrol onmicrosoft Deka Synchronization ~ completed-sync-emors

red ecopetrolcomco  Dekta Synchronization  completed-sync-emors

ecopetrol onmicrosoft ... Delta Import completed wamings
Profile Name: User:

Step Type: Partition:

Start Time: End Time: Status:

Synchronization Statistics | Connection Status

| Synchronization Emors
2053 runis) o
y 4 R R
v
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12:07 alsc 8 Perform analysis of the actions taken in

' Iréci_fi;ﬁ:ili/Altos/Masivos D) the C/OUd tO SO/VG the InCIdent, nfll‘m

operational service and clos
the chat of critical/high/massivé§incidents.

~Henry C. Hoy 3106079215
*simulacro simulacro*
PLANTILLA DE CIERRE
- INCIDENTE: IM277490
FECHA Y HORA DE INICIO:

| 29/09/25 08:00:00

FECHA Y HORA DE FIN:
29/09/25 11:00:00 3
DESCRIPCION: Falla acceso Ja
servicio Microsoft
- GENERA
bl INDISPONIBILIDAD: S|

~ PRIORIDAD: 1 - Critico
. IMPACTO DETALLE: Falla
acceso servicio Microsoft
~ SERVICIO AFECTADO:
Servicios Microsoft
NUMERO DE USUARIOS
| AFECTADOS: Empresa
LIDER DE SERVICIO:
Ernesto Parra
 ASIGNATARIO:
. PLATAFORMAS - INF -
EXCHANGE 0365
SOLUCION: Se confirma de

" farma Avitnea sl

s e g

C @9

o y The TIVIT Incident Manager makes the

message about the return to normality of
the incident and obtained the VoBo from
Ecopetrol's SDD Leader (according to the
level of approval described in the incident

guide).

2 Sanchez, Diana Carolins (Exter “l“ - @ "5 @ G 7

osm Evidencia actividad solicito aprobacion mensaje de disponibilidad
Simuilacro Simulacro Salicito retirar del IVR audic 1853 Falle red ECP way
% Wilson Rueda G...
io IVR
Jd o
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The Indra Incident Manager proceeds to
v e e e linform the Ecopetrol user comm
@ the availability of the netw
s 230 st 2023 associated with the Activ j ory and

Restablecimiento cuentas de red remove IVR messa S the
communications equi

Restablecimiento Cuentas De Red

Les informamos que actualmente las cuentas de red han sido restablecidas con éxito, servicios como: Office 365, Service Manager se
encuentran funcionando de manera correcta.

Agradecemos su paciencia y comprension mientras trabajamos para ofrecerle un mejor servicio. Si tiene alguna pregunta o inquietud.
no dude en contactar nuestro equipo de soporte.

Queremos aseguramos de mejorar su experiencia, por eso si tiene alguna sugerencia o queja relacionada con nuestro servicio, puede
enviara a través del buzén Queias v Soluciones.

o BEEMeBERECEeE s FE ~a X voo JR00a

sing of the VTI Operational Continuity
Plan Test

\ 4

RE: Archivo Ejecucién Prueba Plan de Continuidad Operativo - PCO - VTI Ciclo 2024-2025

i 8 The corresponding survey was carried out
to identify lessons learned derived from
the result of the test, in accordance with

o
y1amse

P the GCC-F-
004_Formato_Evaluacion_del_ejercicio
format.

El objetivo de la argumentacién, o de la discusién, no debe ser la victoria, sino el progrese. - Joseph Joubert -
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Encuesta sobre Pian de Continuidad Operativa VT - Cido Continuidad Ecopetrol ARD 2025 - Guardado

. 1Qué aspectos consicers que se deben meforar para préxmas pruebss PCO? (0 punto)

. 0 fue Io que masle gustd ds esta prueba PCO? (0 punfo) s el

The PCO-VTI test feedback sessjon was
held for the participants, in order
results, findings and opp tu

improvement focused o
the exercise through a
form. x

Table 11, Photographic record of?e se,

5. ANNEXES
1. Annex 1. GCC-F-001_Formato_Plan_Del_Eje
2. Annex 2. GCC-F-002_Formato_guién_de
3. Annex 3. GCC-F-003_Formatos_de_ohger
4. Annex 4. GCC-F-004_Formato_Evaluacion_del__
5.

- \/

el_ejercicio-test
ejercicio
Annex 5. GCC—F—005_Informe_del_ejercici'o—prueba_V4

Electronically reviewed by:

Electronically approved by:

ON BARINAS
ctivity Department
. 11.185.568

JAIME HERNAN

ALA!

YANETH MUNEVAR CENDALES
Digital Infrastructure Manager
Citizenship Card No.52.492.372
Vice-Presidency of Science, Technology
and Innovation

cument, in accordance with the provisions of Decree 2364 of 2012, which regulates Article 7 of Law
onic signatures and other provisions are issued.

e with this mechanism, the system generates an electronic report that shows the traceability of the

pproval actions by those responsible. If you need to verify this information, request such a report from Service
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